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How secure is your technology 
 
 
Our client was engaged by a leading high street bank to develop micro sites for promotional 
purposes. 
These promotions had a unique web address, only comprised a couple of pages and enough 
customer details to determine if they were of value to the bank. 
 
We were tasked by the client and the bank to audit the security of the sites, before the sites were 
made public. 
 
We undertook a full remote penetration testing investigation using a range of tools to attack the 
servers. 
 
We managed to penetrate all the servers in times varying from a few seconds to many minutes, but 
in all cases the servers were successfully compromised. 
 
We then undertook the task of investigating the physical location of the servers. We were horrified 
as were the bank. The servers were being hosted by a small IT company, who where in a business 
park in the Thames Valley. The servers were sitting under a desk pushed against a full height 
window. 
 
 


